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Abstract Wireless sensor networks(WSNs) will face various security issues because they are utilized in poorly con-
troled environment such as outdoors or remote places. There are a number of counter measures proposed against
attacks to the WSNs, but it is hard to select appropriate measures since they are specialized to a certain problem.
Furthermore WSN’s limited capacity of calcuration, memory and power source make deployment of counter measures
restricted. In this paper, a method to optimize selection of counter measures against attack to the WSN is presented.
Relation between attacks and couter measures are analysed quantitatively and optimal combination of couter measures

will be found with considering limited resources of the target WSN.
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Table 1 Definition of Attacks to the WSN
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Table 2 Countermeasures against Attacks
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Table 3 example prerequisite of couter measures
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